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Pa3padoruukmu:
[Tpenonasarens kadenpsl MHGOpMAIIIOHHO-U3MEPUTEIBHBIX CUCTEM

Cytarun /. 1.

@DOH/| OLICHOYHBIX CPEICTB MO TUCIUILIMHE (MOIYII0) COCTABIEH B COOTBETCTBHH C TPEOOBaHUSIMHU
®I'OC BO mno mHampaBnenuto mnoarotoBku 10.04.01 HWuadbopmanmonHas 0e30MacHOCTS,
YTBEPKJACHHOTO MpukazoM MunoOpHayku ot 26.11.2020 Ne 1455

ComnacoBaHue U yTBEPKACHUE

OTBETCTBEHHOE ara, IPOTOKOJI
Ne | [Togpaznenenue OUO Buza A p
JIALIO (Ipu HaNMUYUN)
1 thaxysbrer [Ipencenarens Marepyxun A. B. Paccmotpeno | 14.12.2023, Ne
Teonnopmarikn u | yyeyoro cosera 7-23
HHGOPMAITMOHHOM
6e3omacHOCTH (axynbrera




1. IlmanupyemMble pe3yabTaThbl 00y4eHUs, COOTHECEHHbIE ¢ IJIAHUPYEeMbIMH Pe3yJIbTaTaMHI

I1K-3

0CBOEHHSI 00pa30BaTeJIbHOI MPOrpaMMbl

CnocobGeHn  pa3pabaTeiBaTh  MPOCKTHBIE  pEHICHUS 1O  3amuTe  WHOOpMaIuu

ABTOMAaTHU3MPOBAHHBIX CUCTEM (B TOM YHCJIE B TCOMH(POPMAITMOHHBIX CUCTEMAX )

[1K-3.1 Knaccupuuupyer 3amuiaeMyro HHQOpPMAIMIO MO BHIAM TalHBI M CTENEHSIM
KOH(HICHITUATHHOCTH

3namo:

[IK-3.1/3u1 HOpMaTHBHO-TIPaBOBbIE JOKYMEHTHI B OOJIACTH 3aIIUTHl HH(pOpMAIHH,
OTIpeIeIIAIONINE BUIBI TAH U YCTAaHABIMBAIOIIUE CTENICHN KOH(UACHIIUAIBHOCTH
Ymemo:

[MK-3.1/YMm1 xmaccuduimpoBarh 3amunaeMyo WHOOpPMAIMIO TIO0 BHJIAM TaWHBI H
CTeNeHsIM KOHGUACHIINATLHOCTH

Braoemy:

[IK-3.1/HB1 meromamu aHanm3a U OICHKU WH(MOPMAIMU HA MPEIMET €€ COOTBETCTBUS
KPUTEPUSIM OTHECCHHSI K PA3ITUYHBIM BUIAM TalHBI U CTETICHIM KOH(QUACHIIMATEHOCTH

[TK-3.2 OmnpenensieT TUIBI CYObEKTOB JOCTyINAa U OOBEKTOB JOCTYIIA, SBISIFOIIMXCS O0bEKTaMH
3aIUTEI

3uameo:

[IK-3.2/30]1 HOpMaTWBHBIE W METOAWYECKHE JIOKYMEHTBHIC, pErIaMEHTHPYIOIINe
KJaccu(uKauio cyObeKTOB U 00bEKTOB JOCTYTIA

[TK-3.2/3H2 npyHIMITEI ¥ METOBI OPTaHU3AIMOHHON 3aIIUTH HHPOPMAIHH

Yuemo:

[TK-3.2/¥YM1 onpenenats 0ObEKTHI TOCTYIA, KOTOPHIE MOJICkKAT 3alUTe, HA OCHOBAHUU
uX (pyHKIIMOHAILHOTO HA3HAYCHUS U YYBCTBUTEIHHOCTH HH(POPMAITUU

Brnaoemw.:

[1K-3.2/HB]1 HaBbIKamH pabOTHl C CHCTEMaMH YIPABICHUS TOCTYIIOM W CPEICTBAMHU
KOHTPOJIS I0CTyTIa

I1K-3.3 Pa3pabarbiBaeT mpoeKThl HOPMAaTHBHBIX JTOKYMEHTOB, PEITIaMEHTHUPYIOIIHNX padoTy 1O
3amuTe nHpopmauu

3nams:

[1K-3.3/301 permameHTsl paboT 1O oOecredeHu0 HHQPOPMAITMOHHOW O€30MacHOCTH
AaBTOMAaTU3UPOBAHHBIX CHCTEM aBTOMAaTU3MPOBAHHBIX CHCTEM

Ymemu:

IIK-3.3/YM1 pa3pabareiBaTh MPOEKTHl JTOKYMEHTOB, DPEIIAMEHTHPYIOIIMX paboTy I1o

obecriedyeHn0 MH(GOPMALMOHHON 0O€30MacHOCTH paclpeesieHHbIX HH(OPMAIMOHHbBIX
CUCTEM

Braoems:

IIK-3.3/HBl  HaBblkaMu  pa3pabOTKH  MPOEKTOB  HOPMATUBHBIX  JOKYMEHTOB,
perIaMeHTHPYIOMIUX paboTy 1o 3amuTe HHPOPMALIMU B OpraHU3aluu

[1K-3.4 [ToHnMaeT NPUHLMIBI TOCTPOCHUS M (PYHKIIMOHUPOBAHUS COBPEMEHHBIX JIOKAJIBHBIX
)41 FJI06aJII>HI:IX KOMITBFOTCPHBIX ceTe U UX KOMIIOHECHTOB (B TOM YHUCIIC I‘eOI/IH(bOpMaI_[I/IOHHLIX
CUCTEM)

3name:

[1K-3.4/30]1 npuHUUNBI TOCTPOCHUS W (PYHKIMOHUPOBAHUS, MPUMEPHI peau3ariu
COBPEMEHHBIX JOKAJIBHBIX U II00AJbHBIX KOMIBIOTEPHBIX CETEH U MX KOMIIOHEHTOB (B
TOM YHCJIE TEONH()OPMAITMOHHBIX CUCTEM)



[1K-3.4/3u2 ctex nporoxonoB TCP/IP u moxens OSI

[1K-3.4/363  TEeXHOJNOTMM  TPOEKTUPOBAHUS U  TOCTPOCHUSA  3aAIUIICHHBIX
MH(GOPMAITMOHHBIX CUCTEM
Ymems:

[1K-3.4/YM1 aHanu3upoBaTh M BHIOMPATh ONTHMAJBHYIO TONOJOTHIO U APXHUTEKTYpY
CETH C Y4eTOM TPpeOOBaHUI U YCIOBUH 3KCILUTyaTaIlluH

Braoems:

[1K-3.4/HB] HaBBIKAMU MPOEKTUPOBAHUS M IOCTPOCHHUS JIOKAJTBHBIX M TIIOOAIBHBIX
KOMITBIOTEPHBIX CETEH C HCIOIb30BAHUEM COBPEMEHHBIX TEXHOJIOTUH M 000PYIOBaHUS

2. Iloka3zaresid 1 KPUTEPUH OLIECHUBAHMSI KOMIIETEHIIH

[Tnanupyembie YpoBeHb Kputepuu oniennBanus (nepedeHb cHOPMUPOBAHHBIX
pe3yJIbTaThl OCBOCHUS |OBJIAICHUS NJIK/3YB no ypoBHSIM OCBOCHHS)
MIPOrPaMMBbI
[1K-3 Cniocoben [Mosermuennsiit  |MJIK T1K-3.1 Knaccugumnupyer 3amuiiaemyo
paspabarbiBaTh WH(POPMAITUIO TI0 BUJIAM TAWHBI M CTEIICHSIM
MIPOEKTHBIE PEIICHHUS KOH(HIEHITUATHHOCTH
IO 3aIluTe
uH(popMaun 3HaTh:
aBTOMAaTU3MPOBAaHHBIX [1K-3.1/3u1 HOpMaTUBHO-TIPABOBBIE TOKYMEHTHI B
cucTeM (B TOM YHCIIC B o0macty 3auuThl THGOPMAITIH, OTIPEACIISIONINE BUIBI
reonH(pOpMaIIMOHHBIX TallH ¥ YCTaHABJIMBAIOIINE CTCTICHH
CUCTEMAX) KOH(HIEHITNATHHOCTH
YMeTs:
[K-3.1/YmM1 knaccupuuupoBaTh 3alUIIAEMYIO
WH(POPMAITUIO TI0 BUJIAM TAWHBI M CTEIICHSIM
KOH(HIEHITNATHHOCTH
Bnanets:
[TK-3.1/HB1 MeTomamu aHanm3a v OIEHKH HHPOPMAITHH
Ha TPEJMET €€ COOTBETCTBUS KPUTEPUSIM OTHECEHUS K
Pa3TUYHBIM BUIaM TalHbI U CTETICHIM
KOH(HIEHITNATHHOCTH
[1K-3 Cnocoben [ToBbIIEHHBIN
paszpabarbiBaTh
MPOEKTHBIE PEIICHUS MK ITK-3.2 Onpenenser TUTIBI CYyObEKTOB TOCTYTIA U
IO 3aIluTe 00BEKTOB JJOCTYyTA, ABISIOMUXCS 00bEKTaMH 3aIIUTHI
nHpopmarun
aBTOMaTHU3HPOBAHHBIX 3HaTh:
cUCTEM (B TOM YHCIIC B [1K-3.2/311 HOpMaTHBHBIC U METOIUYCCKHIE TOKYMEHTHIC,
reonH(POPMAITMOHHBIX peraMeHTHUPYIONIHNE KITaCCU(PUKAIINIO CYObEKTOB H
CUCTEMAX) 00BEKTOB JOCTYyTIA

[K-3.2/3H2 npuHIUIBI B METO/IbI OPTraHU3aLMOHHOM
3alUThl HH(OpMAIUU

YMmeTs:
[1K-3.2/YM1 onpenensitb 00BEKTHI JOCTYIA, KOTOPbIE
MOJIEXKAT 3alUTe, HA OCHOBAaHUH UX (DYHKIIMOHAIEHOTO
HAa3HAYCHUS U YyBCTBUTEILHOCTHA UHPOPMAITUH

Bnagers:
[1K-3.2/HB1 HaBbIKaMH pabOThI ¢ CUCTEMaMH yTpaBICHUS
JOCTYTIOM U CPEICTBAMH KOHTPOJIS AOCTYIIA




MK TIK-3.3 Pa3pabarbsiBaeT MpOEKTbl HOPMAaTUBHBIX
JOKYMEHTOB, PEIIaMEHTHPYIOIIUX PabOTy MO 3aIluTe
UHPOpMAITIH

3HaTh:
IIK-3.3/3u1 pernameHTsI paboT MO 00eCTIeUeHUI0
UH(POPMAITMOHHON 0€30MaCHOCTH aBTOMAaTU3UPOBAHHBIX
CUCTEM aBTOMATHU3UPOBAHHBIX CUCTEM

YMerTsb:
[1K-3.3/YMm1 pa3pabaTeiBaTh MPOEKTHI TOKYMEHTOB,
peraMeHTHPYIOMKX paboTy 1Mo oOecTeueHn o
nH(}OpPMAITMOHHON 0€30MTaCHOCTH pacpeIeICHHBIX
UH(POPMAITMOHHBIX CUCTEM

Bnanets:
[1K-3.3/HB1 HaBbIKaMK pa3pabOTKH IPOCKTOB
HOPMAaTHBHBIX JOKYMEHTOB, PEIIIAMEHTHPYIOLINX padoOTy
10 3anMTe HHPOPMAIK B OpraHU3aIIH

NJK T1K-3.4 [ToHnmMaeT npuHUMIBI IOCTPOCHUS U
(YHKIIMOHUPOBAHUSI COBPEMEHHBIX JIOKATIbHBIX U
100aTbHBIX KOMITBIOTEPHBIX CETEH U UX KOMIIOHEHTOB (B
TOM YHCJIE TEONH(OPMAITMOHHBIX CUCTEM)

3HaTh:
[1K-3.4/30]1 nmpuHIUTIBI IOCTPOEHUS U
(GYHKIMOHUPOBAHUS, MPUMEPDI pean3allii COBPEMEHHBIX
JIOKAJIbHBIX U TNI00AbHBIX KOMIIBIOTEPHBIX CETEH U HX
KOMITOHEHTOB (B TOM YHCJI€ T€OMH(GOPMAIIMOHHBIX
CHUCTEM)
I1K-3.4/3u2 ctex nporoxonoB TCP/IP u moxnens OSI

[1K-3.4/363 TeXHOJIOTUN TPOCKTUPOBAHKS M TIOCTPOCHUS
3alIUIIEHHBIX HHPOPMAIIMOHHBIX CUCTEM

YMerTsb:
[1K-3.4/Ym1 ananmu3upoBaTh U BEIOMPATH ONTUMATBHYIO
TOTIOJIOTHIO U apXUTEKTYPY CETHU C YUETOM TpeOOBaHUN U
YCJIOBUM KCIUTyaTaluu

Bnanets:
[1K-3.4/HB1 HaBbIKaMH MPOEKTUPOBAHUS U TIOCTPOCHHS
JIOKAJIbHBIX U TNI0OATBHBIX KOMIIBIOTEPHBIX CETEH C
UCIOJIb30BaHHEM COBPEMEHHBIX TEXHOJIOTHIA U
000pynoBaHUs




bazosniit

MK TTK-3.1 KnaccudumupyeT 3anumnaemMyro
WH(POPMAITUIO TI0 BUJIaM TaWHBI ¥ CTEIICHAM
KOH(PUICHITUATHLHOCTH

3HaTh:
[1K-3.1/311 HOpMaTHBHO-TIPABOBBIEC IOKYMEHTHI B
007acTH 3aUThl HTHPOPMAIIUU, OTIPEICIISIONTNE BUTBI
TallH U yCTAaHABIUBAIOIINE CTCTICHH
KOH(PUICHITUATEHOCTH

VMmeTs:
[TK-3.1/YMm1 knaccupuuupoBarh 3aniuiiacMyro
HH()OpMAITUIO TT0 BUIAM TallHBI U CTETICHIM
KOH(PUICHITUATLHOCTH

bazosnii

MK ITK-3.2 Onpenenser TUTIBI CYyObEKTOB TOCTYTIA U
00BEKTOB JJOCTYTA, ABISIOMUXCS 00bEKTaMH 3aIIUTHI

3HaTh:
[1K-3.2/3H2 npuHIUIIEI K METO/IBI OpTraHU3aIIMOHHON
3amuThl THHOPMAITHH
[1K-3.2/3u1 HopMaTUBHBIEC K METOAUYECKUE TOKYMEHTHIE,
perTaMeHTUpYIolHe Kiaccuukanuio cyobeKTOB U
00BEKTOB JOCTyMA

YMerTsb:
[1K-3.2/Ym1 onpenensatb 0ObEKTHI JOCTYIIA, KOTOPHIS
MOJIeXKAT 3alllUTe, HA OCHOBAHUHU UX (DYHKIIMOHAILHOTO
HA3HAUYEHUS U YyBCTBUTEIBHOCTU MHPOPMAIIH

MK TTK-3.3 Pa3paGaTsiBaeT MpoeKThl HOPMaTHBHBIX
JIOKYMEHTOB, PerJIaMEHTHPYIOIIUX paboTy IO 3aIIuTe
uHbopmaIu

3HaTh:
[1K-3.3/3u11 permameHTs paboT 110 00ECIICYCHHUTO
nH(}OPMAITMOHHON 0€30MaCHOCTH aBTOMAaTH3HPOBAHHBIX
CUCTEM aBTOMAaTH3UPOBAHHBIX CUCTEM

YMeTs:
[1K-3.3/YmM1 pa3pabarbiBaTh MPOEKTHI TOKYMEHTOB,
perIaMeHTUPYIOMIUX paboTy 1Mo 0OecreueHuIo
UH(POPMAITMOHHON OE€30MTaCHOCTH paclpeieIeHHBIX
UH(POPMAITMOHHBIX CUCTEM

NAK ITK-3.4 IToHnMaeT NpuHIUIBI TIOCTPOEHUS U
(YHKIMOHUPOBaHHS COBPEMEHHBIX JIOKAJIBHBIX U
[100aTbHBIX KOMITBIOTEPHBIX CETEH U X KOMIIOHEHTOB (B
TOM YHCJI€ TEOMH()OPMAIIMOHHBIX CHCTEM )

3HaTh:
[1K-3.4/313 TexHOIOTHH TPOSKTUPOBAHUS U ITOCTPOCHHUS
3aLIUIIEHHBIX HHPOPMALIMOHHBIX CUCTEM

[1K-3.4/312 ctek npotokosoB TCP/IP u monens OSI




[K-3.4/3u1 npuHIUIBI TOCTPOSHUS U
(YHKIMOHUPOBAHMS, IPUMEPBI peasn3alliil COBPEMEHHBIX
JIOKaJbHBIX U ITI00AIbHBIX KOMITBIOTEPHBIX CETEH U UX
KOMIIOHEHTOB (B TOM YHMCJI€ TeOUH(OPMALIMOHHBIX
CUCTEM)

YMmeTs:
[1K-3.4/YM1 ananu3upoBath U BEIOMPATh ONTUMATBHYIO
TOIOJIOTHIO U APXUTEKTYPY CETH C YYETOM TpeOOBaHU 1
YCJIOBUM 3KCIUTyaTaluU

[Toporossiii

MK TIK-3.1 Knaccupuuupyer 3anumaemMmyo
UH(OPMALUIO TI0 BU/IaM TailHbI U CTETICHSIM
KOH(HIEHITUATHHOCTH

3HaTh:
[1K-3.1/3u1 HOpMaTUBHO-TIPABOBBIE TOKYMEHTHI B
00JIaCTH 3alUTHl UH(OPMALIUHY, ONPEACISIONINE BUIbI
TallH ¥ yCTaHABIUBAIOIINE CTEIICHH
KOH(HIEHITNATHHOCTH

[ToporoBbiii

MK TIK-3.2 Onpenenser TUIBI CYyOBEKTOB AOCTYIIA U
00BEKTOB JJOCTYTIA, SIBISIOUIMXCS 00BEKTaMHU 3aIIUTHI

3HarTh:
[K-3.2/3H2 npuHIUIBI B METO/IbI OPTraHU3aLMOHHOM
3alUThl HH(OpMAIUU
[1K-3.2/311 HOpMaTHBHBIE U METOIUYECCKHIE TOKYMEHTHIC,
peraMeHTUPYIONIHNE KITaCCU(PUKAIINIO CYObEKTOB H
00BEKTOB JOCTYyTIA

MK TIK-3.3 Pa3pabarsiBaeT MpOEKTbHl HOPMAaTUBHBIX
JOKYMEHTOB, PEIIaMEHTHPYIOIIUX PabOTy MO 3aIlIuTe
UHPOpMAITIH

3HaTh:
IIK-3.3/3u1 pernameHTs paboT MO 00eCTIeUeHUI0
UH(POPMAITMOHHON 6€30MaCHOCTH aBTOMAaTU3UPOBAHHBIX
CHCTEM aBTOMAaTH3HPOBAHHBIX CUCTEM

NJK T1K-3.4 [ToHnMaeT npuHUMIIBI IOCTPOCHUS U
(YHKIIMOHUPOBAHUS COBPEMEHHBIX JIOKATIbHBIX U
100aIbHBIX KOMITBIOTEPHBIX CETEH U X KOMIIOHEHTOB (B
TOM YHCJIE TEONH(DOPMAITMOHHBIX CUCTEM)

3HaTh:
I1K-3.4/312 ctek npotokosnoB TCP/IP u monens OSI
[1K-3.4/30] nmpuHIUIIBI IOCTPOEHUS U
(GYHKIMOHUPOBAHUS, MPUMEPBI pean3allii COBPEMEHHBIX
JIOKAJIbHBIX U TNI00AbHBIX KOMIIBIOTEPHBIX CETEH U HX
KOMITOHEHTOB (B TOM YHCJI€ T€OMH(GOPMAIIMOHHBIX
CHUCTEM)
[1K-3.4/313 TeXHOJIOTUH TPOCKTUPOBAHUS M TIOCTPOCHUS
3alIUIIEHHBIX HHOPMAIIMOHHBIX CUCTEM




3. [IIxajga oneHUBAHUSA

OrneHka

Kpurepuu onenuBanus (nepeuensb chopmupopanasix NIK/3VB)

3ayTeHo

[1K-3.1 Knaccudunupyer 3amunaeMyo nHGOpMaIHIo 1Mo BUaM TaliHbI 1
CTEeNeHsIM KOHPUACHIINATEHOCTH
[1K-3.1/311 HOpMaTHBHO-TIPABOBBIC IOKYMEHTHI B 00JIACTH 3aIIUTH HH(OPMAIIHH,
OTIpe/IeTISIONIME BUABI TallH U yCTaHABIUBAIOLINE CTENIEHN KOH(DUICHIINAIbHOCTH

[1K-3.2 Onpenenser TUIBI CyOBEKTOB AOCTYIA U 0OBEKTOB JOCTYIIA,
SBIISIOLIUXCS O0BEKTaMH 3aIIUTHI
[1K-3.2/311 HOpMaTHBHBIEC U METOJUYCCKHUE IOKYMEHTBIC, PETIIaMEHTHUPYIOIINE
Kiaccuukaiuo cyobeKToB 1 00BEKTOB JOCTYyIIA
[1K-3.2/3H2 mpuHIUIIEI K METO/IBI OPTaHU3AIMOHHON 3aIIUThl HHPOPMaIIUN
[1K-3.3 Pa3pabarpiBaeT MPOEKTH HOPMATUBHBIX JOKYMEHTOB,
permaMeHTHUPYIOMHX paboTy 1Mo 3amuTe HHHOpMAIu
[1K-3.3/3u11 permamenTs! paboT 1o odbecnedeHno HHHOPMAITMOHHON
0€30MacCHOCTH aBTOMATU3UPOBAHHBIX CUCTEM aBTOMATU3UPOBAHHBIX CUCTEM

[1K-3.4 TloHnMaeT MpUHIUIIBI TOCTPOCHHS ¥ (PYHKITMOHHUPOBAHUS
COBPEMEHHBIX JIOKAJbHBIX U ITI00ATbHBIX KOMIIBIOTEPHBIX CETEH U UX
KOMITOHEHTOB (B TOM YHCJIe T€OMH(GOPMAIIMOHHBIX CUCTEM )

[1K-3.4/311 nmpuHIUIBI MOCTPOEHUS U (GYHKIIMOHUPOBAHUS, TIPUMEPHI
peanu3anuy COBPEMEHHbBIX JIOKAJIBHBIX U TI00AIbHBIX KOMITBIOTEPHBIX CETEH U MX
KOMITOHEHTOB (B TOM YHCJIe T€OMH(GOPMAIIMOHHBIX CUCTEM )

I1K-3.4/312 ctek npotokosnoB TCP/IP u monens OSI

[1K-3.4/363 TeXHOJIOTUH TPOCKTUPOBAHMS M TIOCTPOCHUS 3aIUIICHHBIX
MH(GOPMAIIMOHHBIX CUCTEM

He 3auteno

Pesynbrarsl 00yueHus He cOPMUPOBAHBI HAa JOCTAaTOYHOM YPOBHE

4. KoHTpOJILHbIE MEPONIPUSATHUS MO TUCHUTIINHE

Bun xonTposns

®dopma koHTPOIIs/O1IEHOYHOE CPECTBO

Texymuit kouTposib | TecTupoBanue
IIpomesxyTouHas 3ager
arTecranus
Bua koHTpOJISI/ HCOIB3yeMble
Ne HaumeoBanue pasiea Kourtposupyem OlICHOYHbIE MATEPUAJIBI
n/n bie U1K . TpomexyT.
TeKymHH arTrecranus
1 |OcHogsl 6e3omacHbIX TeocepBucos |[TK-3.1 3auer
2 |be3omnacuas pa3paboTka [IK-3.2 TIK-3.3 3auer
MPOrPaMMHOTO 00eCTICUeHUS
3 |CereBas Ge30macHOCTb IIK-3.1 [1K-3.4 3auer
4 |[udpoBanue [TK-3.1 TIK-3.4 3auer
S |AHCTpYMEHTHI U TEXHOJIOTUH [IK-3.1 ITIK-3.2 3auer
6 |TemaTnueckue UCCIECIOBAHUS U IIK-3.2 TIK-3.3 3auer
MIPOEKTHI
7 |IlpodeccuonanpHOE pa3BUTHE IIK-3.1 T[IK-3.2 |TectupoBanue 3auer
[1K-3.3 TIK-3.4

S. IlopAaoK npoBeAeHUs MPOMEKYTOYHOM aTTeCTAlUH




[lopsnox mpoBeeHMsT NPOMEKYTOUHOM — arTecTallud  PENIaMEHTHPYETCS  JIOKaJIbHBIMU
HOpMaTUBHBIMU aKTaMU YHHUBEPCUTETA:
- Ilonoxenuem o Qopmax, NEPUOJUYHOCTH, TOPAIKE TEKYIIEro KOHTPOJS YCIIEBAEMOCTU H
NPOMEXKYTOYHON aTTecTalui OOy4aroIuXcsi 10 OCHOBHBIM 00pa30BaTelIbHBIM IpOrpaMMaM
BBICIIIETO O0pa3oBaHMsA — MporpaMMmaM OakajlaBpuaTa, HMporpaMMaM CHEIHAIUTETa, MporpaMmamM
MarucTpaTypbl B QenepaJbHOM TOCYIapCTBEHHOM OIODKETHOM 00pa30BaTeIbHOM YUPEKIACHUU
BbICIIEr0 00pa3oBaHus «MOCKOBCKHI TOCYJapCTBEHHbIM YHHUBEPCUTET T'€OE3UU U KapTorpadum,
1.6 «Opranu3zanys 1 NpoBeIeHUE POMEKYTOUHOM aTTECTALUN.
- TlonoxxeHneM O TMOPSAKE OCYLIECTBICHHS OO0pa30BaTEIbHOTO IMPOLECCa, MPOBEICHHUS TEKYIIETo
KOHTPOJII YCIIEBAEMOCTH U TPOMEXKYTOUHOW arTecTaluyd OOydalomMxcs C [PUMEHEHHEM
ANIEKTPOHHOTO OOyYeHUS W AMCTAHIMOHHBIX OOpa30BaTENIbHBIX TEXHOJIOTUH B (QeaepaibHOM
TOCYIJapCTBEHHOM  OIO/[DKETHOM  00pa30BaTebHOM  YUPEKACHWU  BBICIIETO  0Opa30BaHMA
«MOCKOBCKHI TOCYIapCTBEHHBI YHUBEPCUTET Teofe3ud M Kaprorpadpum», mn.8 «IIpoBenenue
IIPOMEXKYTOYHOM arrectauuu ¢ npuMmeHenuem 20 u JJOT».

Ilpomesxcymounas ammecmayus. 3auem, 1 cemecmp.

3adeT OLIEHUBAETCS 1O CICAYIOMIEH IIKaJie:

- OIICHKA «3a4TE€HO)» BBICTABISIETCS, €ClIM 00yJarouiicss UMeeT TyOOKHe, HCUEPIbIBAIOINE 3HAHUS
B 00bEME OCBOCHHOM MPOTPaMMBbI; 3HAHUE OCHOBHOW (00sI3aTENBHOM) JUTEPATyphl; HaeT
MPaBWJIbHBIE U YBEPEHHbBIE OTBETHI, CBUJIETEIBCTBYIONINE O HAIMYUHU TBEPHAbIX 3HAHUI U HABBIKOB B
UCIOJIB30BaHUM TEXHUUYECKHX CpPEJCTB; IOJHOE, YETKOE, I'PaMOTHOE M JIOTUYECKU CTPOHHOE
U3JIOKEHHE MaTepuana; JeMOHCTPUPYET CBOOOIHOE MPUMEHEHHE TEOPETHUECKUX 3HAHMI; a TaKxke
aBTOMAaTUYECKHU, KOrJa O0yJaromuics 3a MPOMEXYTOUHYIO aTTeCTAIIMI0 UMEET OILICHKU «OTIUYHOY;

- OIICHKAa «HE 3aYTEHO» BBICTABIsSIETCS OOydarouieMycs B Cllydae HaJIU4usl TpyObIX OIIMOOK MpHU
U3JIOKEHUH OTBETa Ha OCHOBHBIE BOIPOCHI MPOTPAMMBI, CBHETEIbCTBYIONIMX O HEMPAaBHILHOM
MOHMMAHUU TIPEAMETa; MPHU pPELICHUH MPaKTUUYEeCKUX 3aJad IOKAa3aHO HE3HaHHE CIOCOOO0B HX
pelIeHus, MaTeprall U3JI0KeH OeCopsAI0YHO U HEYBEPEHHO.

6. OnleHOYHbIE MaTePUAJIbI TEKYLIEr0 KOHTPOJIA

Pas3zoen 7. Ilpogheccuonanvnoe pazeumue
Konmponupyemwie H/IK: IIK-3.1 IIK-3.2 IIK-3.3 IIK-3.4

Tema 7.1. Ompacnegvie cepmughuxamol u pazeumue Kapbepvl
®dopMa KOHTPOJISI/OTICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:
1. KakoBa ocHoBHas 1enb BHeapenus WAF (Opanamayspa BeO-TIpUIIOKEHHI) B
reonpOCTPaHCTBEHHOM cucteme?
1. JIlsa yBeIMUeHUsI CKOPOCTH 3arpy3Ku caiita
2. Jlns obecrieueHust KOHTPOJIS TOCTyTa
3. Jlyst 3a11UThI CUCTEMBI OT YTpo3 0€30MacHOCTH
2. KakoBa OCHOBHas IIelb METOAOJIOTUH Oe3omacHOW pa3pabOTKH MPOTPaMMHOTO
obecnieueHus?
1. lyig co3manus BU3yaIbHO MPUBIEKATEILHOTO MMPOTPAMMHOTO 00€CTICUeHUS
2. 1ns co3aanust MPOrpaMMHOTO 00ECTICUeHHUSI ¢ MUHUMAaTbHOU (DyHKITMOHATLHOCTHIO
3. 1t co3nanust 6€30MacHOrO ¥ HaJIEKHOTO IPOTPAMMHOTO 00ECTICUeHHUS
3. B ueM OCHOBHOE€ MPEUMYLIECTBO MCIIOJIb30BaHUS TEXHOJIOTUNA MUGPOBAaHUS TaHHBIX B
reonpoCTPAaHCTBEHHBIX cUCTEMax?
1. g yBenuyeHUs: MecTa JIIsl XpaHeHHsI JaHHBIX
2. J11s OBBILLIEHUS TPOU3BOIUTEIBHOCTH CUCTEMBbI
3. Jlns 3amuThl KOHQUIEHIUANBHBIX JaHHBIX OT HECAaHKIIMOHUPOBAHHOTO JI0CTYTIa
4. KakoBa poispb nporpammuoro obecrneuenusi  UC u reonpocTpaHCTBEHHBIX 0a3 NaHHBIX B
6e30macHbIX reocepBucax”?



1. Xpanuth 1 00pabaThiBaTh JaHHBIC JIJIS1 TEOMPOCTPAHCTBEHHOTO aHAJIN3a M BU3yaTH3aIluN
2. JIns XxpaHeHusI TaHHBIX 0€3 KaKuX-JT1M00 BOZMOXKHOCTEH aHa/In3a
3. Xpanuth 1 00pabarpiBaTh JaHHBIE C COOMIOACHIEM MepP O0€30MMaCHOCTH

5. Uro Takoe PostGIS?

1. bubnuoreka ans uyreHus u 3anucu popmaros ['MC
2. Pacimmpenue 1y1si CUCTEMBI yIipaBieHus 6azamu qaHHbIX PostgreSQL mist moOaBineHus MOaACPKKI
I'nc
3. VHCTpyMEHT Il MaHWIYJIMPOBAHWS WM aHAJIN3a TEOMETPUUECKUX OOBEKTOB B JCKApPTOBOM
IUIOCKOCTH

6. Uro Takoe GeoServer?

1. bubnunoTeka /i co3qaHUs MHTEPAKTUBHBIX KapT ¢ noMoinbio Leaflet
2. CepBep € OTKPBITBIM HCXOJHBIM KOJOM JUI OOCIYKMBaHHs, OOMEHa M pPEJaKTHUPOBAHUS
re0npOCTPAaHCTBEHHBIX JaHHBIX
3. IHCTpYMEHT AJIsl UTeHHS U 3aIMCU Pa3IMUHBIX BEKTOpHBIX (popmaroB ['TIC
7. Yto Takoe Shapely?
1. bubnuoreka ms 06padoTku reorpadudeckoii napopmaiuu B Django
2. bubnuoteka JavaScript AJ1s MOCTpOEHUS KapT C UCTIOIB30BAaHUEM TEXHOJIOTHH Ha 0ocHOBe WebGL
3. bubnuorexa a1 MaHUIYJIUPOBAHMSA M aHAIM3a TEOMETPUYECKHX OOBEKTOB B JI€KapTOBOM
IUIOCKOCTH
8. Kakosa ocHoBHag nieinn PostGIS?
1. Yto6s1 no6aButh nopaepxky I'MIC B cucremy ynpasnenus 6azamu qaHHbix PostgreSQL
2. lns oO6cmyXUBaHUs, OOMEHA M PeJaKTHPOBAHUS T€ONPOCTPAHCTBEHHBIX JAHHBIX
3. J17s1 co3manust HHTEPAaKTUBHBIX KapT ¢ momolisio Leaflet

9. KakoBbI mpenmMy1iecTBa ucrosb3oBanus PostGIS?
1. Ins o6paboTku reorpaduueckoit mHbpopmanuu B Django
2. Co3naBaTh KapThl C TIOMOIIBIO COBPEMEHHOM M OBICTPOM TexHOJOTHH Ha 0cHOBe WebGL.
3. st opdekTUBHOTO XpaHEHUS U YIIPABICHHUS TC€ONMPOCTPAHCTBEHHBIMU JaHHBIMK B PostgreSQL
10. MoxxHo 71 ucnonb3oBarh PostGIS ¢ npyrumu cuctemamu ynpasieHus: 0a3aMu TaHHBIX,
nomumo PostgreSQL?
1. Jla
2. Her
3. Unorna
11. Kakue tumbl JaHHBIX MOXKET oOcmykuBath GeoServer?

—

. TOJIBKO BEKTOPHBIE JaHHBIE
2. TonbKo pacTpOBbIE JaHHBIE
3. Kak BEKTOpHBbIE, TaK U PaCTPOBBIE JaHHbIE
12. KakoBa 1ienb GeoServer?
1. Inst 06paboTku u oToOpaxeHus reorpaduyeckoit unpopmanuu B Django
2. lns cozganus kapt ¢ nomonisio Leaflet
3. 1nst o6cmyxuBanus, 0OMEHa U PeIaKTUPOBAHUS T€ONPOCTPAHCTBEHHBIX TaHHBIX
13. Arnsercs mu GeoServer OTKPHITHIM UCXOAHBIM KOJIOM?
1. Jla
2. Her
3. Mnorna
14. KakoBa nens ouonmnorexkn OGR?
1. UteHue ¥ 3anuch pa3InyHbIX BEKTOpHBIX (hopmaros ['IC
2. 1ns 3¢pheKTHBHOTO XpaHEHUs TeONPOCTPAHCTBEHHBIX JAaHHBIX U yrpaBieHus uMu B PostgreSQL
3. 1nst o6cmyxuBanusi, 0OMEHa U PeIaKTUPOBAHUS T€ONPOCTPAHCTBEHHBIX TaHHBIX
15. Kakue TUnsI JTaHHBIX MOTYT 00pabaTsiBaTbest Onbmmotexoirt OGR?

—

. TOJIBKO pacTpoBbIE NaHHBIE
2. TonbKO BEKTOPHBIE 1aHHBIE



3. Kak BEKTOpHBIE, TaK U paCTPOBBIC TAHHBIE
16. SABnsercs mu 6ubanoreka OGR OTKPBITHIM HCXOIHBIM KOIOM?
17. SABnsercs mu GeoDjango reorpaduueckoit BeO-mutardopmoii 1 Django?

18. Io3Bomser mu GeoDjango o6pabaTsiBaTh reorpaduieckyio HHGOPMAILHUIO U 0TOOpakKaTh
ee Ha Kaprax”?

19. SBnsercss mu GeoDjango OMONMMOTEKOW A YTEHHMS W 3aIMCU PA3IMUYHBIX BEKTOPHBIX
¢dopmaros TNC?

20. SAsnsercs mu Geopy 6ubnmnorekoii reokonupoBanus st Python?

21. IIpenocrasmsier mu Geopy ynoOHbIN criocob mpeoOpa3oBaHus aipecoB B reorpadudecKue
KOOpAWHATH U HA000POT?

22. SBnsercs mu Geopy OMOMMOTEKOM Il MAaHMITYJIMPOBAHUS M aHAM3a TE€OMETPUYCCKHUX
00BEKTOB B JIEKAPTOBOM MJIOCKOCTH?

23. SBnsiercs mu Mapbox GL JS 6ubnuorexoit JavaScript ayis cozmanus kapt?

24. Ucnons3yer au Mapbox GL JS coBpeMeHHYI0 M OBICTPYIO TEXHOJOTHIO Ha OCHOBE
WebGL?

25. Sensercs mm PostGIS pacmmpeHuneM [uis cHCTEMBbl YIpaBieHHS Oa3aMu HHBIX
PostgreSQL?

26. Ionnepxuaet 1 PostGIS reorpaduueckue nnpopmarmonssie cucrems (I'MC)?

27. Sensercs nmu PostGIS cepBepom mis obGcmyxkuBaHHs, OOMEHa W PEIAKTUPOBAHUS
re0npOCTPAaHCTBEHHBIX JaHHBIX?

28. HeoOxomuM 1M KOHTPOJb JOCTyma JJis OOECIEYEHUsT TOTO, YTOOBI TOJBKO
ABTOPH30BAHHBIC ITOJIH30BATEIIH UMEJTH TOCTYI K KOH(PHICHITHATBHBIM TeorpaduIeCKUM JTaHHBIM?

29. Baxxna 5 mpoBepKa BXOMHBIX JaHHBIX JUIsl TPEIOTBPAIICHUS BBOJA B CHCTEMY
BpPEIOHOCHBIX JAaHHBIX, TAKMX KaK aTaku myTteM BHeApeHus SQL-ko?

30. Heobxomuma 1m0  o00paboTka OmMUOOK  JJIi  MPEAOTBpAIICHUS  PACKPBITHS
3JIOyMBINIUICHHUKAM KOH(HICHIIMATbHOH WH(POPMAIMK, TaKOW KaK TpPAaCCHpPOBKA CTEKa WU
oTiajo9Has nHGopMaIus?

31. BaxeH 1M MOHUTOPUHT W BEICHHE >KYpHAJOB JJs OOHApyKEHHs WHIMJICHTOB
0€30MacHOCTH U pearupoBaHus Ha HUX?

32. HeoOxomuMo 1M CKaHHUPOBAHUE YSA3BUMOCTEH JUIS BBISBICHUS U YCTpPaHEHUS
MOTEHIMAJILHBIX HEIOCTATKOB OE€30MaCHOCTH B cucTeMe?

33. BaxxHo 11 TecTUpOBaHHE OE30MaCHOCTH JJIS BBISBICHUS U YCTPAHEHHUS MOTEHIIUAIBHBIX
HEJI0CTaTKOB 0E30IaCHOCTH B cucTeMe?

7. OueHoYHbIE MATEPHAJIbI IPOMEKYTOYHOM aTTeCTAlUM

1 cemecmp, 3auem
Koumponupyemvie /K. 11K-3.1 I1K-3.2 [1K-3.3 I[IK-3.4
Bonpocsl/3ananus:
1. KakoBbI OCHOBHBIE YTPO3bI 0€30MACHOCTH T€OCEPBHUCOB M KaK UX MOXKHO CMSTUUTD?

2. KakoBa posb mudpoBaHus U ayTeHTU(DHUKAIIMN B 3aIUIIEHHBIX Te0CepPBUCAX ?

3. Kak MOXHO peanu30BaTh KOHTPOJbL JOCTyIa B TEOMPOCTPAHCTBEHHBIX CHUCTEMax IS
oOecneuenns O0e3omacHocT?

4. MO)I(CTG JIN BBI O6’b}ICHI/ITB KOHICIIIIUIO 663OHaCHOFO FGOKOI[I/IPOBaHI/ISI U €0 BaAXHOCTbH
JUTsl T€0OCEPBUCOB?



5. Kak Bl Moxere obecrnednTh  KOH(PUICHIMATBHOCTH W IPHBATHOCTH
reoNpOCTPAaHCTBEHHBIX JAHHBIX B 3AIIMILEHHOM reocepBuce?

6. Kakue o01mpe ctanaapThl T€ONPOCTPAHCTBEHHBIX JJAHHBIX M METAJIAHHBIX UCTIONB3YIOTCS B
neisx oeszomacHocTr?

7. Moxete a1 Bbl OOCYAMTH POJIb IMPOTOKOJIOB 0€30MacHOCTH M OpaHaMay poB B 3alIUTE
re0CEPBUCOB U T€ONPOCTPAHCTBEHHBIX CETeH?

8. KakoBbl nepesoBble METOIbI MOHUTOPUHTA U yIPABICHUsS] UHLIUICHTaMH 0€30MacHOCTH B
reocepBucax?

9. Moxere nu Bbl OOBSICHUTH pAa3IUYHBIE THUIBI arak OE30MaCHOCTH, KOTOPHIE MOTYT
MOBJIMATh HAa TE€OCEPBUCHI, M KaK IIPEIOTBPATUTh HX, UCIOJB3YyS CTPATErMu OLICHKH PHUCKOB U
CMSTYEHUS UX MOCIEACTBUI?

10. Moxere mU BBl ONMUCATh PazIMYHBbIE METOAbI MH(POBAHUS JAHHBIX, IEpEelaBacMbIX B
NpUIIOKEHUSIX reocepBucos, Bkitouass SSL/TLS, IPSec u npyrue?

11. KakoBbl 00mme yrpo3bl Uisi CHCTEM TE€OCEPBUCOB M KAaK MX MOXXHO YMEHBIIHTH C
MTOMOIIbIO METO/IOB MOJICJIMPOBAHHUS YTPO3 U OLIEHKU PUCKOB?

12. MosxeTe 1 BBl 0OCYAUTH UCIIOIB30BaHUE HUPPOBBIX CEPTUDHUKATOB U UHPPACTPYKTYPHI
OTKPBITHIX KJIOYEW Ui 3alIUThl T€OCEPBUCOB W OOECHEYEHHs IMOUIMHHOCTH M IIEJIOCTHOCTHU
JTaHHBIX ?

13. KaxoBbl mpeumymiecTBa M MpoOJeMbl BHEIPEHHUS OOJaYHBIX T'€OCEPBHCOB M Kak
obecrnieynTh 6€30MaCHOCTh B ITHX cpenax?

14. Kak TmOCTaBIIMKM TEOCEPBUCOB MOTYT oOOecneunTh Oe30MacHOCTh 0a30BOM
HHPpacTpyKTYypel ¥  OOOpyIOBaHHWsS, BKJIOYass Oe3omacHble KOH(MUTypaluH, OOHOBIICHHS
BcTpoeHHoro 110 u meps! pusndeckoit 6e30macHOCTH?

15. KakoBa oOCHOBHasi IIeJlb METOAOJOTHH O€30MacHON pa3pabOTKH MPOTrpaMMHOTO
obecrnieueHus?

16. B yeM OCHOBHOE NPEHMYILECTBO HCIOIb30BaHUS TEXHOJIOTHH MN(POBAHUS JAHHBIX B
reONpPOCTPAHCTBEHHBIX CUCTEMAX?

17. KakoBa poinb nmporpammHoro obecreuenust [ UC u reonpocTpaHCTBEHHBIX 0a3 JaHHBIX B
0e30macHBIX TeocepBUCax?

18. Yro Ttakoe PostGIS?

19. KakoBa ocHoBHas 1ienb PostGIS?

20. KakoBbl ipenMy1iecTBa ucnoab3oBanus PostGIS?

21. SABnsercs mu Oubarnoreka OGR OTKPBITHIM UCXOIHBIM KO1OM?

22. Ssnsercs mu GeoDjango reorpadudeckoii Bed-mnatdopmoit s Django?



23. IIpenocrasmsier mu Geopy ynoOHbIH criocob mpeoOpazoBaHus aipecoB B reorpadudecKue
KOOpAWHATHI U1 HA000POT?

24. HeoOxomuma 1u  o0paboTka OWMOOK Uil  MPEJOTBPALICHUS  PACKPBITHS
3JIOYMBIIIUIEHHUKAM KOH(HICHIIMAIbHOH HWH(POpPMAIllMM, TaKOW KaK TpPacCHUpPOBKAa CTEKa WU
omiagodHas uHopmarus?

25. BaxkeH JM MOHUTOPHHI M BEIEHHE OXKYPHAJIOB i OOHAPYKEHUS HHLUICHTOB
0€30MacHOCTH U pearupoBaHus Ha HUX?

26. HeoOxomuMo 1M CKaHUPOBAHHWE VYSI3BUMOCTEH Il BBIABICHHUS W YCTpPaHEHUS
MOTEHUUATbHBIX HEJJOCTATKOB 0€30MaCHOCTU B CUCTEME?

27. BaxHO JT1 TECTHPOBaHUE OE30MACHOCTH ISl BBISIBICHUS U YCTPAaHEHHS TOTEHIIMATbHBIX
HEJI0CTAaTKOB OE30MaCHOCTH B cucTeMe?

28. MoxHo nu ucrnonb3oBatb PostGIS ¢ npyrumu cucremamu ynpasieHusi 0a3aMu JTaHHBIX,
noMumo PostgreSQL?

29. Uto Takoe Shapely?

30. lHognepsxusaet 1u PostGIS reorpaduueckue nadopmarmonssie cucrems (I'MC)?
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